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Hype Cycle for Artificial Intelligence, 2023

A
Smart Robots Generative Al
Responsible Al
Neuromorphic Computing
Prompt Engineering :
Foundation
rtificial General Intelligence lodels Synthetic Data
7 Al Gi Intell Model
: Decision Intelligence ModelOps
(=] AITRISM
'; Operational Al Systems
s Composite Al
(4] Data-Centric Al
() EdgeAl Computer
g Al Engineering 1 os Visiog
x Al Simulation ’
u Causal Al Cloud Al .
Seor:l"ices s Data Labeling
Neuro-Symbolic Al Knowledge Graphs and Annotation
Intelligent Applications
First-Principles Al Autonomous Vehicles
Automatic Systems Al Maker and Teaching Kits
Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations  Disillusionment Enlightenment Productivity
.
Time
Plateau will be reached:
() less than 2 years ® 2to5years @ 5to10years A more than 10 years & obsolete before plateau As of July 2023
gartner.com

Source: Gartner

® 2023 Gartner, Inc. and/for its affiliates. All rights reserved. 2079794

Gartner.

Go gle Akapemus multi agent reinforcement learning survey 2024
Ctatbn Pesynsrartos: npumepHo 1 710 (0,16 cexk.)

3a Bce Bpema Distributed Deep Reinforcement Learning:

C 2024 agent Learning Toolbox
C 2023 QLYin, T Yu, S Shen, J Yang, M Zhao, W Ni... - Machine In
C 2020 ... reinforcement learning to the most complex multiple |

BbiGpaTh aThl reinforcement learning... help to realize distributed deep

Y¥ Coxpanuts 99 Lutuposatb Lutupyetcs: 5 Moxox

2024 — 2024

Mowuck

Mo peneBaHTHOCTU
Mo pate

TNio6ele cratbn
O630pHLIe cTaTbn

CosaaTb onoseLleH1e

iU A survey on multi-agent reinforcemel
Z Ning, L Xie - Journal of Automation and Intelligence, 202
... Multi-agent reinforcement learning (MARL) has been
presents a comprehensive survey ... its progress, and disc
Y¢ Coxpanutb 99 Lutuposatb [Moxoxwue cratbu

Large language model based multi-agents: ,
challenges

T Guo, X Chen, Y Wang, R Chang, S Pei... - arXiv preprint
... planning or decision-making agent, LLMbased multi-ag
this survey to offer an in-depth discussion on the essential

From Google Scholar

https://www.gartner.com/en/articles/what-s-new-in-artificial-intelligence-from-the-2023-gartner-hype-cycle
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@ O6y4eHue c nogkpenneHnem ( Reinforcement Learning , RL)

* B3aumopgencrTesme co cpeaou
* Camooby4yeHue
* HaueneHHOCTb Ha No/y4YeHue Harpaabl

'Ll Agent I

)

Srare reward

5 R,
i__l R.‘-'. r
Environment ]—-l—
51' R
S0, A4g, T1, S1, A1y .--3yTn, Sn

MeTopg, «npob n owmnbok» (Trial and Error Learning, TE):

action

Ay

O*(s,a) = Z T(s".s.a)|r +y max Q*(s".a")|
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&> TMpumepsl npumeHeHns RL

Created a humanoid robot that can
effectively solve the pole-balancing task

Schaal, S. (1997). Learning from demonstration. In Advances in
Neural Information Processing Systems (pp. 1040-1046)

Designed a robot that can push cubes

Mahadevan, S., and Connell, J. (1992). Automatic
programming of behavior-based robots using reinforcement
learning. Artificial Intelligence, 55(2-3), 311-365.

Figure 5: Skeich of SARCOS
anthropomorphic robot arm

Made a biped robot that can learn to
walk without any knowledge of the

environment

Benbrahim, H., and Franklin, J. A. (1997). Biped dynamic walking
using reinforcement learning. Robotics and Autonomous Systems,
22(3-4), 283-302

Trained a robot to play table tennis

Mulling, K., Kober, J., Kroemer, O., and Peters, J. (2013). Learning to
select and generalize striking movements in robot table tennis. The
International Journal of Robotics Research, 32(3), 263-279.

Built a soccer robot team

Riedmiller, M., Gabel, T., Hafner, R., and Lange, S. (2009). Reinforcement @
learning for robot soccer. Autonomous Robots, 27(1), 55-73 &

Q-learning has been applied to solve various real-world problems, but it is unable to solve high-dimensional

problems where the number of calculations increases drastically with number of inputs.
& udvigroup 5



Deep RL: Bce Ha4yanocbk c ycnexa deep ML ans “Atari games”

* DRL ncnonb3syet DL KaK annpoKcumaTop AnA
BbICOKOPA3MepPHbIX AAHHbIX

* Deep Q-network by Mnih et al. (2013)

 DQN co3pgaet Q-values aons Bcex A4ENCTBUN B
KOHKPETHOM COCTOAHUN

* [TfpumeHaeTca CNN

Breakout Atari game * Csoero poaa “policy deep network”

* CocTosHnA onucebiBatoTes * [lpeB3owen YenosekKa B 49 Atari games

MaCCMBOM MUKCENEN
e [lenctBuA: BNEBO U BNPaBO
* Harpaga: o4ku
* KOHEeYyHOoe COCTOoAHME: MAY ynan

“Playing Atari with Deep Reinforcement Learning”. Mnih, Kavukcuoglu, Silver, Graves, Antonoglou, Wierstra, Riedmiller.
https://arxiv.org/abs/1312.5602 |group



@ Neural networks, Replay memory, Online/Target Q -networks and
other from DRL kitchen

Q Loss }(7
AL H B Gradient J T_

A | -.. -Ji wrt loss Q'[.—"'Ln, Iln: ﬂ:l Q[.'-"L fis H s ﬂ-:|
- F ~
9 ,‘1 Q
‘ ; Network | update 0 xarget Netwo rli
= . tou q 'y
g (HpAp

QA p, Hyp; 0)
Environment

Mini Batch Rn

(Hp ApRp Hp) —
'_:—_ _—:_ﬁj
e R
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@ Multi -agent Deep Reinforcement Learning (MADRL)

State i
Reward:_ (Agent]
|
Joint
r ' Action
| Reward |, | Agent2l — L ----

State

State
"

Reward | ' |Agentn) -
e

FI
Boundary”

Multiagent domains as
robotic soccer (Stone and
Sutton, 2001, Balch,
1997)

Environment

Predator-and-prey pursuit
games (Tan, 1993, De Jong,
1997, Ono and Fukumoto,
1996)

Mnaocobl
AreHTbl MOTYT BbINOJIHATb AENCTBUS

He TpebyeTtca cTpormx orpaHMy4yeHumn cpeabl
MuHycbl
MHOro cutyaumm B peanbHOM MUpe, Korga

Hea0CTaToO4YHO OZHOrO areHTa

AreHT He 3HaEeT O CTpaTernsax Apyrux areHTos,
YCNOXHAETCA cpeaa
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&> MpocTom npumep Q-06y4eHUs C COBMECTHBIMU AeNCTBUSIMUA areHToB

Hu and Wellman, 2000 Nash Q-Learning for General-Sum Stochastic Games. Taking into account joint
actions of agents in Q-learning

Cnocob 1: O6buwasn Q-table Cnocob 2: OtgenbHble Q-learning

Cnocob 3: [1na cToxaCTUYeCKoM Urpbl C 1] |O|
obwen cymmon Q-GyHKUMA BbIMUCASETCA
C AONO/IHUTENbHOW LIENbIO ANA areHTOB — b
nobutbca paBHoBecua No Hawy. %

il —f I

!
%:s 4. 4 %

O (s.a',....a") = (1 —o)Q(s.a",....a") + o, |r] + PNashQ!(s")

p ':::' _
(53

¢y udv|group



> CRoxHOCTM Ana MHoroareHTHoro Deep RL

non-stationarity partial observability

aining schemes

multi-agent tr t
transfer knowledge between agents

Interpretability

& udvigroup
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&) «Leniency » npoTus « Non-stationarity »

Jsi :

AutoEncoder

p(s)

Emvironment

Lenient-D0OMN Loss

(r. 1)

. Gradients‘ { =, a;8)

max Qs a"8")

| Update
Q-Network —

Target Network

{E'I[S, a; B}{ } {3.- :1}

T(d(s)|
Hash Table }-—-{ T(s,) —Greedy

I Temperature decay

SJ

(s,a,1,5)

Fig. 7: Architecture of LDON.

Q(S!'l ﬂf) = {

E(Sh'ﬂr) =1 E—K*Tr{-'-‘nﬂ.r}

Q(st.ar)+ad if § > 0o0rx > l(se,ar).
Q(s¢.ap) if § < 0and x < (s, a;).

Lenient Multi-Agent Deep Reinforcement Learning. arXiv:1707.04402v2 [cs.MA] 27 Feb 2018
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@ «Recurrent policy inference » npotuB «Partial observability »

(a) DPIOMN ; Policy inference
! module
—* [fC ————+ FC ——+ Softmax T —1 2 —n 1
x CNN i To My L M
PR E— S ! I
Mlultiply * i l * |
E — FC . FE —— Q| Softmax Softmax | Softmax
- |
= : FC FC | FC .
S ! —* LSTM FC Softmax —— m | S
O | onn — ! A T A
— ‘Mumpw | Policy feature| Q-value
— e —— Q. learning learning
{b) DRPION A A
Fig. 8: Architecture of DPIQN and DRPIQN. Feature
extraction

Hong, Z. W, Su, S. Y., Shann, T. Y., Chang, Y. H., and Lee, C. Y. (2018, July). A deep policy inference Q-network for multi-agent systems. In
Proceedings of the 17th International Conference on Autonomous Agents and Multiagent Systems (pp. 1388-1396).

&y udv|group 12



MAS training schemes:
aeueHTpann3oBaHHOE BbIMOSIHEHUE

Training
Execution
= my My - - (4% -

' i 'Y

1 ¥ n
o] o] (o]

L 2 L =

L L n

Fig. 9 Centralized learning and decentralized execution based MADDPG where policies of agents are

learned by the centralized critic with angmented information from other agents’ observations and actions.

Lowe, R., Wu, Y., Tamar, A., Harb, J., Abbeel, O. P., and
Mordatch, I. (2017). Multi-agent actor-critic for mixed
cooperative-competitive environments. In Advances in
Neural Information Processing Systems (pp. 6379-6390).

LeHTparinaoBaHHOEe 06Y‘-IeHI/Ie 7

Transfer Knowledge

Predicted |

Online Data Collection 5{ Supervised Policy Training :
: i Target
Pong DAN i Output Distillation Output
{Teacher 1) i Loss
Freaway DON | ~Ropuay Memory 1|
(Teacher 2) Supervision
: Input States, _l-
: [ ] Game Labels & —
; % Target Outputs : J
Qbert DGN i Policy Net
(Teacher N) ; Input State & (Student) :
; Game Label !

Rusu, A. A., Colmenarejo, S. G., Gulcehre, C,,
Desjardins, G., Kirkpatrick, J., Pascanu, R., ... and

Hadsell, R. (2015). Policy distillation. arXiv preprint

arXiv:1511.06295.
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&> O6bacHUMBIN DeepRL

: lllﬁdil.i'lﬂ-p-i-n'l.lh'n
3agauun RILF)]+ (160
. . ilisrpratit e
* Model inspection -—-“
. . flphEl =— £, 1(c;E)
* Policy explanation fig) |
« Reward explanation L
HE} I ".ul:'ﬂ-HLE'IH:_-'_ Y I'n.r_.,'F..ll
Explainable Deep Reinforcement Learning: State of the Art and Challenges
https://arxiv.org/abs/2301.09937
MeToab!

* Distillation
* Mimic with more explainable model

& udvigroup
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TrainingQAgent vs DefendMinimalDefender

n
@ gym - Id Sgame Attack Reward:  -543306 Defense Reward:  -487694 Num Games: 15000
0.31

Time-step: 2 A/D Type: 0 P(breached):

CumMmynaTop AeNCcTBUIM aTaK U 3alunT B abcTpakTHOM urpe «Intrusion | | |
network»
m—:%‘ Det=2 Det=2

A=0,0,0,0,0,0,0,0,0,0 A=0,0,0,0,1,0,0,0,0,0 A=0,0,0,0,0,0,0,0,0,0

D=2222022222 D=222202222) D=2222222202

(V) A\ 7s|| 7!|| é *1§|
BKntoyaeT noarotoBaeHHbIe 6en3namHbl P, LD P Ay 7 g S

2-player Markov game

q-PyHKUMA | I |

Det=2
A=0,0,0,0,0,0,0,0,0,0

experiments > tests > test1.py
import gymnasium as gym
from gym_idsgame.envs import IdsGameEnv
env_name = "idsgame-maximal_attack-v3"

env = gym.make(env_name)

print(env.reset())

Hammar, Stadler. Finding Effective Security Strategies through Reinforcement Learning and Self-Play
https://arxiv.org/abs/2009.08120 https://github.com/Limmen/gym-idsgame
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https://arxiv.org/abs/2009.08120

@ RL ons TectupoBaHusi Ha NPOHUKHOBEHME, cpeaa PenGym

Action State
JAIST n KDDI . Agent
g " Reward
Nmap, Metasploit [ b e S e e S L e e i 1By
I
: Action/State Module |
Cyber Range Instantiation System | :
|

. I action I
Network Attack Simulator | Convert jararar |
I action - Cyber Range - state :
| |
| |
: % Environment : |
I
| |
| I
| I
| |
|

— — — — — — — —— —— —— —— —— — — — — — — — — — — — —— — — — — — —

https://github.com/cyb3rlab/PenGym &udvigroup 17



AToru, BbiBOAbI, NNaHbI

MeTtoabl RL TeopeTnyeckn npumeHunmsbl ana 3agad b, Ho mHoroe
OCTaEeTCA Ha ypOoBHE 1abopaTOPHbIX SKCNEPMMEHTOB

Mepexon K NpakTUYeCcKon peanmnsaumm HeNpPoOCTon, Tak Kak MHOTO
CLeHapueB U aeTanen

[MONUIOHbI U CUMYNIATOPDI PeLLaloT UCC/IeA0BaTe/IbCKUE U yYebHble
3a/a4u, NO3BONAOT NPOBEPUTb TMNOTE3bI U BbIAENIUTD
nepcnekTUBHbIe NOAXOAbI

BO3MOMHble pa3BUTUA TEMbI: NPUMEHEHMNE HONbLUIMX A3bIKOBbIX
Mmoaeneu, peannlauma o6bACHMMOCTU, MANMUHT COObITUM
BbICOKOIO YPOBHA Ha HU3KOYPOBHEBbIE AENCTBUA

|group
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&> LLM

PentestGPT: ctyaeHT aBTOMaTM3MpPOBaA NPOLLECC B3/IOMA C MOMOLbIO
ChatGPTNoapobHee: https://www.securitylab.ru/news/545263.php
https://github.com/GreyDGL/PentestGPT/blob/main/resources/README.md

&udvigroup 20


https://www.securitylab.ru/news/545263.php?ref=123
https://github.com/GreyDGL/PentestGPT/blob/main/resources/README.md

&> TNonesHble CCbINKM

https://github.com/Limmen/awesome-rl-for-cybersecurity

CyRIS

https://github.com/cyb3rlab/CyRIS (cTapas Bepcusa TyT: https://github.com/crond-jaist/cyris)

R. Beuran, C. Pham, D. Tang, K. Chinen, Y. Tan, Y. Shinoda, "Cybersecurity Education and Training Support System:
CyRIS", IEICE Transactions on Information and Systems, vol. E101-D, no. 3, March 2018, pp. 740-749.
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